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1 Introduction

The file format is an archive with a folder structure and various files. The file archive can be protected
with a password. Verification of the encryption factors takes some time. Thus, a four letter password
can already be considered safe because it takes a long time to try out all the possibilities. The
protected file archive can be created with the "FileProtected" program. The file extension is called
".pdata" (Protected Data). For multiple files, the extensions are specified with ".001" to ".254".

2  Value types

Type Description Area

I NT8 8Bit with sign -128 to 127

I NT16 16Bit with sign -32.768 to 32.767

I NT32 32Bit with sign -2.147.483.648 to 2.147.483. 647

INT64 | 64Bit with sign -9.223.372.036.854. 775. 808 to 9.223.372.036. 854. 775. 807

BYTE 8Bit unsigned to 255

U NT16 | 16Bit unsi gned to 65.535

U NT64 | 64Bit unsigned to 18.446.744.073. 709. 551. 615

0
0
Ul NT32 | 32Bit unsigned 0 to 4.294.967. 295
0
0
0

CHAR 8Bit character to 255
VCHAR 16Bit character to 65.535
FLOAT 32Bit floating point + 1.5e-45 to + 3.4e38
DOUBLE | 64Bit floating point + 5.0e-324 to + 1.7e308
MEMORY | Menmory in bytes

L[] Array see section 2.1
? Di fferent val ues see section 2.2
* Coded val ue see section 2.3

Next table see section 2.4

-> Start of the |oop see section 2.5
} o< End of the | oop see section 2.5

Table 2: Value types
2.1 Array

The set consists of a specific value type. The number of the quantity is detailed in the information and
is usually the previous format value.

Example: I NT16[] = { INT16, |INT16, INT16, INT16, ... }.
2.2 Different values

There may be different types of values in the format. The dependency of the type is described in the
information.

2.3 Coded value

The value must be decrypted with a specific XOR operation. The information describes how the
operation is to be performed.

2.4 Next table

The file format is displayed further in the section and the table specified.
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In a loop, the format is repeatedly run. The number of passages is specified in detail in the information

and is usually a previous value.

3 Description

3.1 Fileformat

Type Nane Description Info
Ul NT32 | DNurber The file can have the I D nunber (0x54414450). 4.1
Ul NT32 LoopMax The nunber of |oop passes for decryption. 4.2
BYTE PassVer si on The version nunber and a confirmati on of the password. 4.3
BYTE Fi | eCount The nunber of archive files. 4.4
BYTE* Fact or Count The nunber of factors for decryption. 4.5
BYTE[]* | Fact or Menory The factors for the decryption algorithm. 4.6
BYTE[]* | Ref erenceMenory A array for verifying the factors. 4.7
Ul NT32* | CodeVal ueCount The nunber of decryption val ues. 4.8
Ul NT32* | CodePageCount The nunber of extra decryption val ues. 4.9

3.2 Archive format, table 3.2

3.2 Archive format

Table 3.1: File format

Type Nane Description Info

->{ EndOr Fi |l e 5.1

U NT16* | Header Si ze The format size without file size in bytes. 5.2

BYTE* Header Fl ag Specifies the fornattype and the merge val ues. 5.3
3.3 Archive folder format or 3.4 Archive file fornat 5.4

} o< EndO Fil e 5.1

Table 3.2: Archive format
3.3 Archive folder format

Type Nare Description Info

?* Fol der | ndex The index for the parent folder. 6.1

?* Fol der NaneSi ze The size of the nanme store in bytes. 6.2

?[1* Fol der Nane The name of the fol der. 6.3

Table 3.3: Archive folder format
3.4  Archive file format

Type Nane Description Info

?* Fol der | ndex The index for the file folder. 7.1

?* Fil eSi ze The size of the file in bytes. 7.2

?* Fi | eNaneSi ze The size of the name store in bytes. 7.3

?[1* Fi | eNanme The nanme and extension of the file. 7.4

MEMORY* | Fi | eMenory The file nemory in the specified size. 7.5

Table 3.4: Archive file format
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4 Information about the file format
4.1 Identification Number

The identification number identifies the file format. The number can also be represented with 4 letters
(PDAT: Protected Data). The archive can also be created without a file identification. Then the value
must be generated from a random number generator and can accept any value of the type (UINT32).
This has effect from the values in Sections 4.2 and 4.3.

4.2 Maximum number of loop passes for decryption

The value specifies the maximum number of passes for the loop in the decryption algorithm. The value
can not be less than 100,000 and greater than 2,147,483,647. The number is between 2 to 4 times
greater than the actual loop value. If an incorrect password has been entered, the system checks only
to this number. If the file archive has no file identification (4.1), the value is undefined and must be
generated with a random number generator. The maximum number of passages is thus
2,477,483,647.

4.3 Fileversion and password input

The version number is always 0 for this format description. If the highest bit (0x80) is set, a password
is expected. If the file archive has no file identification (4.1), the value is undefined and must be
generated with a random number generator. Thus, the user determines whether or not to enter a
password.

4.3.1 Password entry

The password (PassLetterArray) must be converted to a value of bytes. The maximum size of the
array (PassArray) is 515 bytes. If no password is entered, the value 0 is entered. The current
character is added with a byte value (PassSpace) each time the loop is looped. If all characters were
read by the password, this value is accepted and the index (Passindex) is reset to 0 again. If the
current character from the password is less than 256, it is simply transferred to the value array
(PassArray). If the character is larger than 255, the first byte and then the higher byte are inserted into
the array.

U nt16[] PassLetterArray; //user input, can all ASC| letter
Byte[] PassArray = new Byte[O0];

i f(PassLetterArray != null && PasslLetterArray.Length > 0) {
PassArray = new Byte[515]; //size: 2 * 256 + 1 + 2

Byt e PassSpace = 0;
| nt 32 Passl ndex = O;

for(Int32 i =0; i <=513; i++) { //use size: 2 * 256 + 1
PassSpace += (Byte) PassLetterArray[ Passl ndex];

i f(PassLetterArray[ Passl ndex] > 255) {
PassArray[i++] = (Byte) PassLetterArray[ Passl ndex];

PassArray[i] = (Byte) (PassLetterArray[Passlndex++] / 0x0100);
} else {
PassArray[i] = (Byte) PasslLetterArray[Passlndex++];

i f(Passl ndex == PassLetterArray. Length) {
PassArray[ ++i] = PassSpace;
Passl ndex = 0;
}
}
}

Program 4.3.1: Password entry
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4.3.2 Password determination

The identification number and the byte value (PassVersion) are read from the file. If the identification is
present, the first check is whether the version is 1. Then a check is made as to whether no password
has been used.

U nt32 | DNunmber; //read fromfile
Byte PassVersion; //read fromfile
Byte[] PassArray; //see Program4.3.1

Bool ean UseFileldentifier = | DNunber == 0x54414450 ? true : fal se;
Bool ean UsePassword = PassArray.Length > 0 ? true : false;

if(UseFileldentifier) {
i f((PassVersion & Ox7F) !'= 1) { //wong version }

i f((PassVersion & 0x80) != 0x80) { //no password
UsePassword = fal se;

}
}

Program 4.3.2: Password determination
4.4  Number of archive files

An archive can be divided into several files. The value specifies the number of files. If the file archive
does not contain an identifier (4.1), the value must be created with a random number generator.

Example: File.pdata, File.001, File.002, .... , File.254
4.5 Number of factors

The factors are a array of byte values used for the decryption algorithm. The number must be
generated with a random number generator. The highest bit (0x80) is not used because the number of
factors can not be less than 128. If a password is used, the read value must be XOR linked with the
first byte of the password array. The result is then the number.

Byt e Fact or Count ; /[lread fromfile
Byte[] PassArray; //see Program4.3.1
Bool ean UsePassword; //see Program 4. 3.2
i f (UsePassword) FactorCount ~= PassArray[0]; //XOR
Fact or Count = (Byte) (FactorCount | 0x80);
Program 4.5: Number of factors

4.6 Factor memory

The factors are a array of byte values used for the decryption algorithm. The values were generated
with a random number generator. The number of factors (4.5) is expressed in bytes. If a password is
used, the read values must be XOR linked with bytes of the password array.

Byte[] PassArray; //see Program4.3.1
Bool ean UsePassword; //see Program 4. 3.2
Byt e Fact or Count; //see Program 4.5

Byte[] FactorMenory; //read fromfile
i f(UsePassword) {
for(Int32 i = 0; i < FactorCount; i++)
FactorMenmory[i] ~= PassArray[i + 1]; //XOR

Program 4.6: Factor memory
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4.7 Verification memory
The memory is a array of byte values which are used as reference values for verifying the file format.

The number of values (4.5) is identical to the factors. If a password is used, the read values must be
XOR linked with bytes of the password array.

Byte[] PassArray; //see Program4.3.1
Bool ean UsePasswor d; //see Program 4. 3.2
Byt e Fact or Count; /'l see Program 4.5

Byte[] ReferenceMenory; //read fromfile

i f(UsePassword) {
for(Int32 i = 0; i < FactorCount; i++)
Ref erenceMenory[i] ~= PassArray[i + FactorCount + 1]; //XOR

Program 4.7.1: Verification memory

The verification of the file format is determined by the program 4.7.2. The decryption algorithm
operates with the factors and the passages of the loops. The number of calculations takes a certain
amount of time, ranging from one to two seconds. The value (CodeValue) and the index (Codelndex)
are reused later and are defined globally in the program.

U nt 32 LoopMax; /'l see Program 4.2
Byt e Fact or Count; /'l see Program 4.5
Byte[] FactorMenory; |/ see Program 4.6

Byte[] ReferenceMenory; //see Program4.7.1

t hi s. CodeVal ue
t hi s. Codel ndex

0; //global value: U nt64
1; //global value: U nt64

| nt 32 Ref erencel ndex = 0;

for(Unt64 i = 1; i <= LoopMax + 1; i++) {
for(Unt64 j = 1; j <= FactorCount; j++)
t hi s. CodeVal ue += (FactorMenory[j - 1] + (this.CodeValue + 1) * i) * j;

t hi s. Codel ndex++;
t hi s. CodeVal ue /= Fact or Count;

/I equal reference val ues
if((Byte) this.CodeVal ue == Ref erenceMenory[ Ref erencel ndex]) ({
Ref er encel ndex++;

i f (Ref erencel ndex == FactorCount) {
return; //file format: OK

} else {
Ref er encel ndex = 0;

}
}

// LoopMax: bad file format

Program 4.7.2: Verification

The decryption memory is created with the program 4.7.3. The size (Count) of the array of values
(CodeMemory) is different and is specified in sections 4.8 and 4.9. From the result (CodeValue) of the
calculations, only the first 8 bits are written to the decryption memory. The resulting values are not
periodic and do not follow a pattern. The value (CodeValue) and the index (Codelndex) are reused
and are defined globally in the sections. Both values were used in program 4.7.2 for the first time.
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Byt e Fact or Count; //see Program 4.5
Byte[] FactorMenory; //see Program 4.6

t hi s. CodeVal ue; //global value: Ul nt64
t hi s. Codel ndex; //global value: U nt64

Ul nt 32 Count; //various size

Byte[] CodeMenmory = new Byte[ (I nt32) Count];

Ul nt32 I ndex = O;
for(Unt64 i = this.Codelndex; i < this.Codelndex + Count; i++) {
for(Unt64 j = 1; j <= FactorCount; j++)
thi s. CodeVal ue += (FactorMenory[j - 1] + (this.CodevValue + 1) * i) * j;

t hi s. CodeVal ue /= Fact or Count;

CodeMenory[ | ndex++] = (Byte) this.CodeVal ue;
}

t hi s. Codel ndex += | ndex;
Program 4.7.3: Decryption memory
4.8 Number of decryption values

The number of decryption values can not be less than 500,000 and greater than 500,000,000. The
corresponding memory from section 4.10.1 may only be created after determining the number of extra
decryption values (4.9).

Byte[] CodeMenory; //create with Program4.7.3, Count = 4
Byte[] ValueArray; //read fromfile

U nt32[] FactorArray = new U nt32[] { 1, 0x00000100, 0x00010000, 0x01000000 };
U nt 32 CodeVal ueCount = 0; //result for nmenory count

for(Int32 i =0; i < 4; i++) {

Val ueArray[i] "= CodeMenory[i];

CodeVal ueCount += FactorArray[i] * ValueArray[i];
}

Program 4.8: Determination of the number of decryption values
4.9 Number of extra decryption values

The number of extra decryption values can not be less than 500,000 and greater than 1,000,000 If the
number is equal to 0, the extra memory (4.10.2) is not used. The memory may only be created after
the simple decryption memory (4.10.1). The highest byte indicates the file version (4.3). The version is
always specified because the archive may not have a file identification (4.1).

Byte[] CodeMenory; //create with Program4.7.3, Count = 4
Byte[] ValueArray; //read fromfile

U nt32[] FactorArray = new U nt32[] { 1, 0x00000100, 0x00010000 };

U nt 32 CodePageCount = 0; //result for nenory count

Byte FileVersion = (Byte) (ValueArray[3] ”~ CodeMenory[3]); //result for version
for(Int32 i =0; i < 3; i++) {

Val ueArray[i] "= CodeMenory[i];
CodePageCount += FactorArray[i] * ValueArray[i];

}

Program 4.9: Determination of the number of extra decryption values
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4.10 Decryption values
4.10.1 Simple decryption memory

The simple decryption memory will be used for all other endcodes. It is created with the number from
section 4.8 and the program 4.7.3.

t hi s. CodeVal ueMenory; //create with Program 4.7.3, Count = CodeVal ueCount (4.8)

If there is no extra decryption memory, the program 4.10.1 is used for the end coding of all further
data. The file position (FilePosition) must be determined before reading the data. The original data is
copied into the array (ByteArray) and then decrypted. The size (count) of the data array is different and
is specified in archive format (section 3.2).

U nt64 FilePosition; //file position before reading
U nt 32 Count; /lsize to read fromfile
Byte[] ByteArray; /lread fromfile

Ul nt 32 CodeVal ueCount ; /1 Program 4.8

U nt32 Val uePosition = (U nt32) (FilePosition - FilePosition / CodeVal ueCount *
CodeVal ueCount) ;

Ul nt 32 Val ueCount = CodeVal ueCount - Val uePosition;
Ul nt32 | ndex = O;

while(true) {
i f(ValueCount > Count - Index) Val ueCount = Count - | ndex;

for(Unt32 i = 0; i < ValueCount; i++)
Byt eArray[ | ndex++] ~= this. CodeVal ueMenory[ Val uePosi ti on++] ;

i f(Index == Count) break;

Val uePosition = 0O;
Val ueCount = CodeVal ueCount ;
}

Program 4.10.1: Using the decryption memory
4.10.2 Extra decryption memory

The simple and extra decryption memory will be used for all further end coding. The memory is
created with the number from section 4.9 and the program 4.7.3.

t hi s. CodePageMenory; //create with Program 4.7.3, Count = CodePageCount (4.9)

If the extra decryption memory is present, the program 4.10.2 is used for the end coding of all further
data. The file position (FilePosition) must be determined before reading the data. The original data is
copied into the array (ByteArray) and then decrypted. The size (count) of the data array is different and
is specified in archive format (section 3.2).

U nt64 FilePosition; //file position before reading
Ul nt 32 Count; /Ilsize to read fromfile
Byte[] ByteArray; /lread fromfile

Ul nt 32 CodeVal ueCount ; /1 Program 4.8
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U nt 32 PagePosition = (U nt32) (FilePosition / CodeVal ueCount);
U nt32 ValuePosition = (U nt32) (FilePosition - PagePosition * CodeVal ueCount);

U nt 32 Val ueCount = CodeVal ueCount - Val uePosition;
U nt32 Index = 0;

whil e(true) {
i f(Val ueCount > Count - Index) ValueCount = Count - |ndex;

Byt e Codepage = this. CodePageMenory[ PagePosition];
for(Unt32 i = 0; i < ValueCount; i++)
Byt eArray[ | ndex++] ~= (Byte) (FilePosition++ *

t hi s. CodeVal ueMenor y[ Val uePosi ti on++] +
Codepage) ;

i f(lndex == Count) break;

PagePosi ti on++;

Val uePosition = 0;

Val ueCount = CodeVal ueCount ;

Program 4.10.2: Use of the two decryption memories
4.10.3 Example for reading the encrypted data

In the other format descriptions, the data must be read out decrypted. Because the decryption is
defined as a array of bytes, the "BinaryReader" class can be used for this purpose. The Array

Page 8

(ByteArray) is generated in program sections 4.10.1 and 4.10.2. The number of bytes is determined by

the size of the data to be read.

Bi naryReader Header Reader; //System | O Bi naryReader
MenorySt rean Header Stream //System | O MenoryStrean

i f(this.CodePageMenory == null) {
Ul nt 32 Count; //size to read fromfile

Byte[] ByteArray; //create with Program 4.10.1
Header St ream = new MenoryStrean(Byt eArray);

} else {
Ul nt 32 Count; //size to read fromfile
Byte[] ByteArray; //create with Program 4.10.2

Header St ream = new MenoryStrean(Byt eArray);
}

Header Reader = new Bi nar yReader (Header Strean) ;

Program 4.10.3: Read the encrypted data

5 Information about the archive format

The archive format must be decrypted with the program 4.10.3. It can contain folder or file information.

5.1 Theloop

The archive format is read out until the file end is reached. If the end is reached before or not
completely the file is faulty.
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5.2 Size of the archive format

The size of the archive format in bytes, without this 16-bit value. If a file format is used, the file size is
not contained in the archive size. The value can not be less than 4 or greater than 535 bytes.

5.3 States in archive format

The states are defined as bits. How the bits are used will be described later.

Narme Werte | Beschrei bung

Fol der 0x80 O dner

Fol der | ndexI| nt 32 0x40 Ordnernunmmer als 32Bit Wert

NameWChar 0x20 | Zeichen im Namen als 16Bit Werte

NanmeSi zeUl nt 16 0x10 Spei chergr 6Re vom Namen als 16Bit Wert

Fi |l eSi zeUl nt 64 0x03 Angabe der DateigroRe mt einem64Bit Wert
Fi |l eSi zeU nt 32 0x02 Angabe der DateigréRe mt einem32Bit Wert
Fil eSi zeU nt 16 0x01 Angabe der DateigréRe mt einem 16Bit Wert
Fi |l eSi zeByte 0x00 Angabe der DateigroRe nmt einem8Bit Wert

Table 5.3: States in archive format
5.4 Branch to the specific archive format

If the "Folder" state (Table 5.3) is present, the archive order format is used. Otherwise the archive file
format.

Bi naryReader Header Reader; //create with program4.10.3, Count = 2
U nt 16 Header Si ze = Header Reader. ReadUl nt 16() ;

Header Reader; //create again, Count = HeaderSize
Byt e Header Fl ags = Header Reader. ReadByte();

i f ((Header Fl ags & 0x80) == 0x80) //Table 5.3: Fol der
/1junp to fol der format

el se
//junp to file fornat

Program 5.4: Branch to the specific archive format

6 Information about the archive folder format
6.1 Folder number

The folder number indicates the membership of the folder. If the value is -1, the folder will be used as
the root folder, otherwise the index will be contained by the parent folder. All folders are numbered.
The first folder has the number 0. If the "FolderindexInt32" state (Table 5.3) is present, a 32Bit value is
used, otherwise an 8Bit value.

Bi nar yReader Header Reader; //see Programb5.4
Byt e Header Fl ags; //see Program5. 4
I nt 32 Fol der | ndex;

i f((Header Fl ags & 0x40) == 0x40) //Table 5.3: Fol derlndexl nt32
Fol der I ndex = Header Reader. Readl nt 32(); //1nt32

el se
Fol der I ndex = Header Reader . ReadSByte(); //1nt8

Program 6.1: Folder number
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6.2 Folder name size

The memory size of the folder name is specified in bytes. If the "NameSizeUInt16" state (Table 5.3) is
included, a 16Bit value is used, otherwise an 8Bit value. The value can not be 0 or greater than 520
bytes.

Bi nar yReader Header Reader; //see Programb5.4
Byt e Header Fl ags; |/ see Program 5. 4

Ul nt 16 NaneSi ze;
i f((HeaderFl ags & 0x10) == 0x10) //Table 5.3: NaneSi zeU nt 16
NaneSi ze = Header Reader. ReadUl nt 16(); // U nt 16
° ilgmsSi ze = Header Reader. ReadByte(); //Unt8
Program 6.2: Folder name size

6.3 Folder name

If the "NameWChar" state (Table 5.3) is present, 16Bit characters are used, otherwise 8Bit characters.
The memory size is determined in section 6.2.

Bi nar yReader Header Reader; //see Programb5.4
Byt e Header Fl ags; |/ see Program 5. 4

U nt16 NaneSi ze; /| see Program 6.2
String Name = String. Enpty;

i f((HeaderFl ags & 0x20) == 0x20) { //Table 5.3: NaneWChar

for(Untl6 i = 0; i < NaneSize / 2; i++)
Name += (Char) Header Reader. ReadUl nt 16(); //WChar
} else {
for(Untl6 i = 0; i < NanmeSize; i++)

Narme += (Char) Header Reader.ReadByte(); //Char

Program 6.3: Folder name

7 Information about the archive file format
7.1 Folder number

The number identifies the archive folder in which the file exists. All folders are numbered. The first
folder has the number 0. If the "FolderindexInt32" state (Table 5.3) is present, a 32Bit value (Int32) is
used, otherwise an 8Bit value (Int8). The structure is identical to the program 6.1.

7.2 Filesize

The file size is in bytes. A file can be 0 in size. The state (Table 5.3) is and linked with the value 0x03.
The result is a number from 0 to 3. In Table 5.3 the corresponding numbers are marked with
"FileSizeByte", "FileSizeUInt16", "FileSizeUInt32" and "FileSizeUInt64". The file size must be read as
either 8Bit, 16Bit, 32Bit or 64Bit value.

Bi nar yReader Header Reader; //see Programb5.4
Byt e Header Fl ags; //see Program5. 4

Ul nt64 Fil eSize;
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swi t ch(Header Fl ags & 0x03) { //FileSi zeMask = 0x03
case 0: { //Table 5.3: FileSizeByte
Fi |l eSi ze = Header Reader. ReadByte(); //Byte
br eak;

}

case 1: { //Table 5.3: FileSizeU nt16
Fi |l eSi ze = Header Reader. ReadUl nt 16(); // U nt 16
br eak;

}

case 2: { //Table 5.3: FileSizeU nt32
Fi | eSi ze = Header Reader. ReadUl nt 32(); // Ul nt 32
br eak;

}

case 3: { //Table 5.3: FileSizeU nt64
Fi |l eSi ze = Header Reader. ReadUl nt 64(); // Ul nt 64
br eak;

}
}

Program 7.2: File size
7.3 File name size
The file size is specified in bytes. If the "NameSizeUInt16" state (Table 5.3) is included, a 16Bit value
is used, otherwise an 8Bit value. The value can not be 0 or greater than 520 bytes. The structure is
identical to the program 6.2.

7.4 File name

If the "NameWChar" state (Table 5.3) is present, 16Bit characters are used, otherwise 8Bit characters.
The memory size is determined in section 7.3. The design is identical to the program 6.3.

7.5 File memory

The size of the file storage is determined in section 7.2. The data can be read out using program
4.10.1 or 4.10.2. It is recommended to decrypt the files in several parts. For example, with a memory
size of 66000 bytes.

8 Program for reading the file format

On the PanotiSoft website, there is a test program under technical documents, with which the file

format can be read out in a structured manner. In addition, the program code can also be downloaded.
The program was written under Visual Studio 2008 with the programming language C#.

r@ FileViewer SEST)
[ Open | Fie: [GA\TestDpdata | Fomnat: |Protected Data (pdata) -] Program: FileViewerX64.zip
FileViewerX32.zip

Position  Size Type Mame Value -

0 0 BeginRead H P H 7 H

0 . e e 54414450 b Project file: FileViewerCode.zip
4 4 UINT32  LoopMax 9.151.769 |

8 1 BYTE  PassVersion 000 hex i Description: FileViewer.pdf

:} 1 BYTE  FileCourt 1

10 1 BYTE  FactorCourt 136

11 186 BYTE[] FactorMemony

197 186 BYTE[] Reference Memory Fileviewercode-

3830 INFO LoopCourt 2621.143 —_—

83 4 UINT32  CodeValueCount  675.324 ] o

w7 4 UNT32  CodePageCount  523.190 Format file: FileViewerFormat.cs
351 ] MEMORY CodeValueMemory PNG: 1.001.777 bytes il Format ClaSS: FileVieWerPrOteCtedData
2461 n MEMNBY  (CadaPanaMaman: PN 777 7 badac

.- =




